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SECTI ON 11
PHYSI CAL SECURI TY
11-1. Ceneral.

a. Physical security is defined as the safeguardi ng by
physi cal nmeans of Governnent plans, prograns, personnel,
property, utilities, information, and installations against
conprom se, trespass, sabotage, pilferage, theft, |arceny,
enbezzl enent, fraud, arson, or any other dishonest or crimnal
act. The mai ntenance of a conprehensive and conti nuous physi cal
security programis essential to the successful operation of
USACE installations and activities.

b. This chapter considers the evaluation of an installation
or facility with regard to all factors bearing upon accessibility
and |l ocation and the elenent's inportance to overall district
operations and national interest. Also to be considered is the
vul nerability of equipnent, supplies, or information to | oss
t hrough theft or willful damage.

11-2. Responsibility.

The resident engi neer assunes responsibility for supervising
adequat e physical security within the resident office area of
responsibilitﬁ and is authorized to deal directly with the
district on physical security matters. The resident engineer is
al so responsi ble for preventing and detecting crimnal activities
and physical security hazards and for elimnating physical
security deficiencies at field operating agencies by issuing
pertinent instructions and supervising the foll ow ng:

a. The novenent, control, and identification of personnel.
b. Prevention, investigation, and reporting of crines.

_ c. Traffic control on installations and projects and
investigating traffic accidents.

~d. Oders and instructions applicable to the operations of
physi cal security guards.

e. Enforcenent of |aws, orders, and regulations pertinent to
classified construction projects and activities.
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f. Establishnment of interimneasure for physical security
such as the need for maxi nrum mnedium or mninmum security,
consistent with the criticality to national security and
construction schedules for security facilities, which
are ascertained fromdistrict authorities.

11- 3. Reporting.

a. The resident engineer reports all actual or suspected
crimnal activities wwthin the resident office area of
responsibility to the local civilian or mlitary police agency.
Additionally, the district is notified of such activity
indicating that a report (ENG Form 4337, O fense/lncident Report)
was made to the appropriate policy agency.

b. Incidents to be recorded are of fenses or suspected
of fenses or nurder, voluntary and involuntary mansl aughter, sex
crimes, aggravated assault, arson, l|arceny, robbery, burglary,
use and possession of narcotics and dangerous drugs, destruction
of property, disorderly conduct, violation of physical security
(1.e., sabotage, espionage, subversive points such as electric
power supply, transtornmer installation, electric power
transm ssion, communi cation centers and equi pnent, val ves and
regul ators, water tanks and equipnent), fire, accidents (water
and vehicle), or other dishonest or crimnal acts commtted by or
agai nst any individual under the admnistrative jurisdiction of
the district. Also included are |osses of Governnent or private
property and the recovery of any property previously reported
| ost, stolen, or destroyed.

c. The resident engineer imediately reports to the district
any serious incident or larceny of property with value of nore
than $100 and destruction of property with value of nore than
$300. The report includes the follow ng:

(1) Nature of the incident, date, and pl ace.

(2) I'f the incident involved a |oss to the Governnent
t hrough theft or destruction, the estinated anount.

(3) Summary of known facts including the names and addresses
of witnesses or persons having know edge of the incident.

(4) The nane of the offender, victim and apprehendi ng
agency, if known.
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d. Mnor personal injuries, such as a person injured by
falling, cutting fingers on paper, dust in the eye, or bunping
into a door are not reported unless nedical treatnent is required
and work time is lost. All notor vehicles accidents and
resulting injuries, as well as injuries sustained as
a result of fire or coincident to a commted crine, are reported.
Wat er acci dents involving tow boats, floating plant, etc., need
not be reported unless they affect physical security, such as
Fazage to a perineter, electric power, conmunications, or the

i ke.

e. The foregoi ng gui dance requires pronpt subm ssion of
normal incident reports. Any incident which mght create adverse
publicity (including actions of fraud, bribery, nmalfeasance, or
conflicts of interest) is imediately reported to the district
comrander upon di scovery or upon recei pt of a conplaint or
all egation of such offense. Reporting of an incident is not
del ayed for any reason. (See AR 190-40, Serious I|ncident
Report, and HQUSACE suppl enents to AR 190 series.) Should
i ncidents involve issues of alledged discrimnation, the district
EEO officer nust be infornmed i nmedi ately.

f. Reporting the incident does not necessarily close the
i ncident. Additional facts should be reported as they devel op.

g. All incidents will be investigated by the district or
other qualified mlitary police personnel. The resident engineer
is not required to make an investigation except in those
i ncidents where crimnality is not an issue.

11-4. Physical Security Assistance.

a. Trained mlitary police officers assigned to USACE are
avai l able to assist the resident engineer in all phases of the
physi cal security program This assistance nmay be requested
t hrough established channels for physical security and crine
prevention surveys, or through consultations on unusual
security conditions, and for crimnal investigations.

b. Where construction sites or facilities are located within
a mlitary reservation, assistance for physical security and
security support may be rendered by other authorities.
Coordi nati on should be nmade with the mlitary installation
provost marshal or chief |aw enforcenent officer to determ ne the
extent of support to be rendered the resident engineer and to
clarify actions in resolving differences incident to security
matters.
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